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PROBLEM TO BE SOLVED: To provide a software 
processing device capable of obstructing the installation 
of invalid software. 

SOLUTION: Downloaded software and an attached 
signature enciphered by the secret key of a software 
distributor are temporarily held in the buffer of a RAM 
13. After a processor 14 and the working memory of the 
RAM 13 are initialized at a specified timing and, based on 
the public key of the distributor created in a ROM 1 1 
and the signature of the software temporarily held in the 
buffer, the validity of the software is verified by a first 
processing program code created in the ROM 1 1 . When 
the validity is verified, the software from the buffer of 
the RAM 1 3 is stored in a flash memory 1 2 by a second 
processing program code created in the ROM 1 1 . 
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[0 0 6 5] m^j. ^m.^mommt<Mx&^m^ ex 

7■yZfS^A) {Zit. ZCOm^mXit. y^-jiyzLA 2 

(IE6CD 1 O 7 - 1 #,^J R AM 1 3CD/\'^v:7t 1 

3 1 ±\zUm^tlfzyy K't7x7(7)-f viz^j^i-r-S 

set (ii6(D 1 o 7--2#s^) t^tt^r^mm me 

(7)1 1 O 3 #83) (Ts^ y^S 1 5) o 

[0066] ^LT. RAM13CD/v:/3'Tl3 1 ±(- 
IB1t^tl/cV:7h't7x7<7)-r> — vlCj^ffi-rSBBtjiN*. 

:7^'ve/3.i 2iz«s$+iri^'S3SSa)v:7 h't^xT'ic 

m-r-SBB^ct: y^f^Ll^li^ (7.^ Z^S ^ 6) it. y 
=pyiyD.^=e*J 1 2IZRAM1 3(D/<yyT^ 3 ICD-f 

s 1 7) meco 1 0 8#Sg) o 

[O 0 6 7] ±IB(Dl±|$«lig|<D$gS. RAM13C0/\^*V 
1 3 1 ±lciB1i^?;KycV3' h^x 7(0-0 
JE-r'SBB#A<. 37^*:^ viL 1 2lC«fif^*tTl>'SSS(D 
V7 h'^xTIC^^I^-T'SBBtcfc ySlMi^ (Xi^^v:>'S 

16) it. miz^cDyy \-^jLTt3U — yu^tir 
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[0 0 6 8] ^Cte. Xt'^^'I^S 1 5(CfcL^r 
m^\t. RAMI 3<D/\*^v:7t 1 3 1 ±izmm^tlfzV 

fcl>T^7»:/V3. 1 2lc^iSv:7 \-'^jL7i3<^n^^X 

L^^i:l^C <t A<fe y t^«J«(D^fi^lzfcL^T . 37 ^ *v V 

zLi 2(c^iSv^ h^xT;!)<«#$nTU>3&:(ttili. 0iJ 

[0 0 6 9] tji^. T^^v^S 1 7lC^5L^■C. :? ^ *y i/ 
ZL>^'J 1 2ICRAM1 3<D/\V-PT 1 1 SfCfStt^+L 

fcv^ h'^xr R AM 1 3CD/<'v:7 
T 1 1 3t^hmmvy h^xT^is^-r^ci^ai^LTt 

1 6^3fcl^r N oCDlf^lC. R A M 1 3 C7)/N*^> 77 T 1 1 
3A^«b^lSV37 hOxT^iSi-T'Scfc^lcLTtcfcl^o 

[007 0] L^^Lr. (Xt^*>:^S 1 7 t?RAM 1 3 
(Di^VVT 1 1 3 A^^>^^*V'>ZL>^y 1 2|::V:7 h^t? 
x•7^S^^X^f£li^. ;^^*>3''S 1 6^Cfcl^r N 0(7) 
li^. X7^*;/3^S 1 8-ex^~iia^^fT^/cit^. 
liXT^'VT^S 1 2ICfcl>TN o(7)ii^ (RAMI 30/< 
^^'^T 1 3 1 (CV:? K't7xTCD-r->'— vA^T^dTt^lt^) 
IC. ) ROM 1 1 y^viy=L^=E^) 1 2(C^Ji^^ 
iS$i±> :7^^y vj.>^ y 1 2lcS^jX^tifc-<>-v 

6(D 1 O 9#RB) ^Hfr-rSo 

[0 0 7 1 ] CC-C% :^my&Wm<0:f^=E^)T K UXfiJ® 

[O O 7 2] ;()^y (CR AM 1 3(;)'7 — ^>^V ^ y 1 3 
Z±XmV^-t^Vy h'^x77{}<QfeS$tlTL*orc<t-r 
L;b^L. ±iB(DJ:3(c. -< (Zc*: -5 y -iz hflt 
[CRAM 1 3CDr7— ^>yy ^y 1 3 2(iy-b»v K^tL 
-So tA^oT. C(D&a*ttfcV3^ h^x7';!)<y -ir^> 
t)#^-r^fc(i. vi^^'j 1 2(::=i f -SfC;^ 

S?&<S)§e L;!)^L'S:*<»b. -^zl^ ^ y 1 2 lcot^ 

rii. ROM1 ^t^^(D^^^7L<DH^'5^^t'i■hfzfsb 

(IEl4#ra) ^ 5feS^tL/iRAM1 3CD-r >«~-v^7()<:7^ 
^VVJL 1 2$S#fe;^^C:<!:(iTr^?SL>o C(7)>^y7 
KUXW^S^-ffil^SCirT?. Qfeffi**tycRAM1 3 

[0 0 7 3] ^^v-lzj:^5SfflM>Ef y-tr^v h^Si:. 

y^yr KuxMffli^lftfzj:y. r am i 3c/)'7-^> 
y y ^ y 1 3 2 7?Kift*(D V :7 h ^ X TA<)^)^ y ic^scd 



<r>mmi^\ZZ?^v\y=L^=E^) 1 2lc(SS$tl/ciE^?^c*:V 

37 h':7xTicffiiB-r4c<t/)<prte<t3E/:i>o 

[0 0 7 4] ia±(7)c*:dfC. *SI!6J^ffi(Cj:tL(*. -f > 
X h — ;U^^^(DV37 h^x"7^, IE /Selector 

Sf]L^>X h-;U-r^C pl SI ii^cf -5)0 ^fc. y 
v:7 h't7xr;!)<aS*tifci:LTt. ^KSMdvX^A 

ci^at- -5 * n/z -r > — i^;!)<?^^ LSiit s c <t ^ Ri 

v:? h^xr^fi]ffl-r'i)C<bA<«liE*:h. t^-oiE^uv^ 

[0 0 7 5] ui^^ ms(r>mm{t-mxh^) . m^'^w^ 

?*]Lfcli^fC. RAMCD/^v7'T±(C«^?^tLtcV:7 h 
't^xT^h T'^^v vzL>^y (Z«#^;KyiV:7 h^xTcb: 
(DBflt^hkK-r-SBB^^^x'V^^^TtV $blCC+LlCfiR 
a3Lfc?^j:»^(f . y^>P- K$ttfrV:7 h'!7xT;b<iE^ 

V II. > ^ y ( C R A M (75 / N* ^ CD -< y — V ^ S ^ jX ^ f£ 

ic. mimw.^m'^. ^ ^\z:LMzi&^\^fzt6^c^\t. 
^ zL>^y|Z#$iAt;^5^CLTtci:L^o ^ 

m^mtB^^x.v'y^mm\zvri^. ^^i^o^^mt^ 

m:^t^%x-^^m'k\z. 37^>> viL>^y fzs#ixt; 

[0 0 7 6] ^fz. cti*r*(Di»w-eii. in-tt^^-r 
^v:7 h't7x7(c*tLr r±##^i,v^ h^xT-j ^ 

aSLrL>^A<. >-<><!:?t»:^v:7 h^xT^fz^LTV 

37 h't^xTSiito'T'Sii^icii. mx\tms(D^m\z:it^ 

t^T. X5^*>:>*S 1 5<b:X^*y>^S 1 6^«#. Xi^^v 

1 i(n±.m^^m^m^^^H^m\z{^iE\^x. 

^:/:;^s 1 4r*^iE(cfiK?ftLfcii^ic;x.x^v:^s i ixm 
h't7xr*3!a^3^t;cfe5ic-r*ii*cfci^ ^fr. ^ 
coB# /? ±s ^ -r ^ iE^jD-r -S) /)<^ o r < ii^ 

li. 0»J:^l*lll8CD^IIl(CfcL>r(i. ^f^t LTl>'5>V:7 
BB#^x-v^7^fTlN. («6ijE«0fgi(z) B8$ 

'^:^v'?<r^^^tm(r>t^\z. :7^'v vzL^ ^y (CRA 

MCD/K^v:7r(7)V:7 hOxT^±S^L. m#CDii^(C 

h't7x'7i-R AMCD/<*>:77(7)v:7 h':;xT$iii]D-r'& 

vz?h^3iT\zmm(r>m%mm^mz'^. ramoj/^v 
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[0 0 7 7] ^tc. Ei8<7)xi^*v:^s 1 z-cm^mmo^ 

TlCll^CDill^i]1t#fCci:oriaSlJ*H'g)) A<R AMCD/\' 
RAM(7)/\'*;;:77l::#ffi-r^«->^7<DV:7 h't7xT(Z*fL 
[0 0 7 8] ^f-. lll8C0Xx^>:>'S 1 9(D:7^ viL 

y^urta)v:7 h'!7xT(7)ei!jicfcfcoT. fi«jr*#€> 

t(Dt:m9iLX. mm-tilit^l'^o CCDiHRSm^LT 

:7 h't7xT^il«-r>5:^;i. ^i^o.-- •f*<liSL/rv:7 
[0 0 7 9] ^fz. Ii!8(7)^Ili^c^5l^T^i. X7^»v:^s 
[0 0 8O] ^tz^ mscD^niicfctxri*. x^^^v^^s 

[0 08 1 ] ^fzs (DfeitiBtlCV:? h 

X^fzt<. ^W}-(>^h — )U(Di-tt>^J\Z^tz\tZitltt 

tic. mmmf3<^Monmizyy [-'t^jLTt:^ >^h- 
[0 0 8 2] mmmt^^mommiz^ >:x^h-)\^-ri>m 

fjaiLyc^-f ^-(7)'J-tr^> h^lfSy±lf TllfT 

^iz^tz-Dxit. m^^\z^m^u:^^ ^i/^^mxxt 

^-fv-A^U-b*:; hS^^Slt-Si:. ^8(D^\mtmm 
\z. 3^P-b»:/-9-a)3Kffi<7)iaSrtSi: R AIVKD^— 

m^^L. v:7 h';7xT(DaiStSiESi;-<>x 

[0 0 8 3] eis-f ^xh-^ufigfiisfiBTL-ric. mmm 



t<iiMco^m\zy y h't^xr^-Ox h— ^u-rSfiSffi^ 

[0 0 8 4] ^fz. Z^^X'<DmBMX\t. ^r^lyO—f 

3^ h^xTic^iS^^itrSff Lrte#. yyh'^jiT^ 

n AM(r>/<.^y y T h>y =y V =L =E^) \zm.^^ ^\z^ 
fz-oxit. ISBB# imyy h'yjiT^RAmz^nLfz 

HB#) S-Kv:7 h^xTlCS*J$#ftr«SLTfc^. 
%a)B^^tmLfzm^\ZJt.CX. V^^h'^xT^RA 
M(7)/ ^> 3? 7 »b :7 ^ V a. > ^ ij icfS?^ "T i) t^^t)^ ^ 
*^LycA<. ^a><t4oyic. -Bij^iS. v:7hOxT(cy< 

IB(7)j:bK$gm(::it^i:r. V 7? x T ^ R A M<D/<^v ^ 
T An ^ ^ ^ V ZL y ^ U (::«#-r 'g) ;bNS;5> ^ a^^-T i> cfc 

[0 0 8 5] ^fz. Z^^Xit. V^h^xTiCli. ^ 

(o^^7t(Dm^mxm^it ^ ntz v t^^tu $ 
tL. ^Sia)ROMi 1 (z(iiSv:7 hOxTis^TuO)^ 

mmf}<i^^)T2<m*ixi^^ij(DtLxmB^Ltzt<. <^mm 

x&^o mz.it. yy h'^^xTiBffi^tcbStSi txm- 
[008 6] ^fz. ctL^-c^^^v hr;— ^^^fiufcv 

y h'^x7'C/)iB*<!:'f>X I Ji^^^'bizm^MLX ^tz 

mmLfz,^5iz. m^^tzitmm%t<:t'^-j [-y—^ 

m^Xyy \-^JiT^X^^^^mt<»>^ib\fXitt6: 

t^o ^^tmm-( iy^ — y3L-':;^^^'DXi^Ui^-m^ 

wtsm-y \-y-<7\zmm^tixi^ui^m^it. y 

BJSI^i:;^x^'r^. CD-ROMJSi:a)cl:53ti:JS«prSE 

^^^Tit'2^rL=tiE^t^i^m%t<i'$mLfzyy h^jL 

Tt^mm^^Xl^^tl^^^WtUl'^tziSb. ~^R AM 

<D/<^:j yT\z%n \^fzmzyzf v vzl > ^ u (c^ >x h 
[0 0 8 7] ^iz. Ifraufcct *^B^(i. 

[0 0 8 8] ^Pfc. C(7)«||3<OSIj56(7)»^^r'1$ij7FL/-=f» 
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^ L «iS<D <h IS Jie^J I c ^ffi T^i: gij CD tS Jdc J'cf (Ir ^ 

mBM(Dmi^<^mmvm7rsLfz^mmf&s^'A\zr:^i^x(D^ 

fi^cDH/s. ispg. m:g^/z(i:^i^=r'j(z0g^a§B^ 
mm\zm7r^Lfzif^m^ii:>{t. myr^Ltzmmzm^^^ 

^ C <!: < Saai-r ^ C <t )b< t? ^ -5 1, (7) fc * o 

[0 0 8 9] :^%BMit. ±j&Lfzmm(Dmm\zm^^^ 

[0 0 9 0] 

[^BJ(7)S!i^] **B^(z<^:;Kf*\ IE^r*J^^L^V:7 h-;?! 
[S]@(7>ffl«^cj:|%BJ] 

[mi] *a§B^(D-iis6j^^(c«-5i/xxA<D±f*i«jac 



[@3] mmmrm{zmi>m»(DRAt^<DmfS.m^7r:'t 

[me] l5lSI)5Sff^^(c^^«Sp*ir(DT-^(D?lStLSt/ 
ic o IN r i5&B^-r i) f- i6(7) !^ 

¥Jisa>--M^^f :7P— K 
[ma] i^iiS6ff^^(z^i)«gS(7)^iE«aji/'^>x h- 

[?r^(7)Si^] 
1 -sts 

2"-L AN 

3 --r h 

5. 6 - V^? h'l7iriEflTtt"— 

1 1 •••ROM 

1 2"-:7^-:; Vi>^U 

1 3---RAM 

1 A-ya-tiy^ 

1 5"-iHi-f — :7x— xa5 

1 7 -^^^- 



[m] 



17] 



1 

J 



|^V7 hOxT ) 



16 





-SI 



-S2 



5 v:7 h-tyxT 



6 V7 h«^x7 
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[HIS] 



rfO-feytf —14 



f«am| 






ROM 


\ 


s 



12 



16— 



[114] 



mm 



15 



V7 h-^xT 1 







V 7 h^xy 2 



V 7 h'^xy 3 

I i^^f^ i 







1 




ROM 




RAM 




ROM 












O 




X 




RAM 


O 


O 


O 



[116] 



^101 4rr:?>a-K 



11 ROM 



fumk --1101 



r--106 

_t 



4 esEnas --1102 



/ ^^/'/A 17 




13 RAM 



[US] 



ii^"qr— ir^^&y-by h — S11 




S18 



T 
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F^-A(#%) 5B017 AA02 BA02 BA07 BA09 CA15 
5B076 AC01 AC05 AGIO BA05 BB04 
BB06 BB13 FA13 FA20 FB11 



